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3.1|.CH?A\%U§§¢K

FH T35 LORA et A #2542 01

/%!
% \brief LoRaMAC layer initialization
%k

% \details In addition to the initialization of the LoRaMAC layer, this

* function initializes the callback primitives of the MCPS and

* MLME services. Every data field of \ref LoRaMacPrimitives t must be
* set to a valid callback function.

*

* \param [IN] events - Pointer to a structure defining the LoRaMAC

* event functions. Refer to \ref LoRaMacPrimitives t.
*

* \param [IN] events — Pointer to a structure defining the LoRaMAC

* callback functions. Refer to \ref LoRaMacCallback t.
*

% \retval LoRaMacStatus t Status of the operation. Possible returns are:

* returns are:

* \ref LORAMAC STATUS OK,

* \ref LORAMAC STATUS PARAMETER INVALID.

*/

LoRaMacStatus t LoRaMacInitialization( LoRaMacPrimitives t *primitives, LoRaMacCallback t
*callbacks ) ;

3.2.3REl LORA &%
/%!
% \brief LoRaMAC MIB-Get

\details The mac information base service to get attributes of the LoRaMac
layer.

*

*

*

* The following code—snippet shows how to use the API to get the
* parameter AdrEnable, defined by the enumeration type
* \ref MIB ADR.
* \code

* MibRequestConfirm t mibReq;
* mibReq. Type = MIB ADR;
*

*

*

*

*

*

*

*

if ( LoRaMacMibGetRequestConfirm( &mibReq ) == LORAMAC STATUS OK )
{
// LoRaMAC updated the parameter mibParam. AdrEnable

}
\endcode

\param  [IN] mibRequest — MIB-GET-Request to perform. Refer to \ref MibRequestConfirm t.

giimeEppts vl 2EFER
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* \retval

*
*
*

*/
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LoRaMacStatus t Status of the operation. Possible returns are:
\ref LORAMAC STATUS OK,

\ref LORAMAC_STATUS SERVICE_ UNKNOWN,
\ref LORAMAC_STATUS_PARAMETER_INVALID.

LoRaMacStatus t LoRaMacMibGetRequestConfirm( MibRequestConfirm t *mibGet ) ;

FIERE K ¥ B IS H

LU 240l 1 ¥ E N Z ) mibReq S5 F R HEAT I E

/%!
* LoRa
*

*
*
*
*

Mac Information Base (MIB)

Attribute

* \ref
* \ref
* \ref
* \ref
* \ref
* \ref
* \ref
* \ref
* \ref
* \ref
* \ref
* \ref
* \ref
* \ref
* \ref
* \ref
* \ref
* \ref
* \ref
* \ref
* \ref
* \ref
* \ref
* \ref
* \ref
* \ref
* \ref
* \ref

R R

MIB_DEVICE CLASS
MIB_NETWORK JOINED
MIB_ADR

MIB NET 1D

MIB DEV_ADDR

MIB NWK_SKEY
MIB APP SKEY

MIB_PUBLIC NETWORK
MIB_REPEATER SUPPORT
MIB_CHANNELS

MIB_RX2 CHANNEL
MIB_CHANNELS MASK
MIB_CHANNELS NB REP
MIB_MAX RX WINDOW DURATION
MIB_RECEIVE DELAY 1
MIB_RECETVE DELAY 2

MIB JOIN ACCEPT DELAY 1
MIB_JOIN ACCEPT DELAY 2
MIB_CHANNELS DATARATE

MIB_CHANNELS DEFAULT DATARATE |

MIB_CHANNELS_TX POWER

MIB_CHANNELS DEFAULT TX POWER|

MIB_UPLINK COUNTER
MIB_DOWNLINK COUNTER
MIB MULTTICAST CHANNEL
MIB_NUMBER TOTAL_SEND
MIB_ NUMBER TOTAL RECV
MIB_CHANNELS_INDEX

Primitive | Function

Get
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

The following table provides links to the
related MIB primitives:

The following table lists the MIB parameters and the related attributes:

Set

YES
YES
YES
YES
YES
YES
YES
YES
YES
NO

YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
NO

NO

NO

NO

function implementations of the
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* \ :

* MIB-Set | \ref LoRaMacMibSetRequestConfirm
* MIB-Get | \ref LoRaMacMibGetRequestConfirm
*/

typedef enum eMib

{

/%!
* LoRaWAN device class
*
* LoRaWAN Specification V1.0.1
*/
MIB DEVICE CLASS,
/%!
* LoRaWAN Network joined attribute
*
* LoRaWAN Specification V1.0.1
*/
MIB NETWORK JOINED,
/%!
* Adaptive data rate
*
* LoRaWAN Specification V1.0.1, chapter 4.3.1.1
*
% [true: ADR enabled, false: ADR disabled]
*/
MIB ADR,
/%!
* Network identifier
*
* LoRaWAN Specification V1.0.1, chapter 6.1.1
*/
MIB NET 1D,
/%!
* End-device address
*
* LoRaWAN Specification V1.0.1, chapter 6.1.1
*/
MIB DEV ADDR,
/%!
* Network session key
*
* LoRaWAN Specification V1.0.1, chapter 6.1.3
*/
MIB NWK SKEY,
/%!
* Application session key
*
* LoRaWAN Specification V1.0.1, chapter 6.1.4
*/
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MIB APP SKEY,
/%!

* Set the network type to public or private

*
* LoRaWAN Specification V1.0.1, chapter 7
*
* [true: public network, false: private network]
*/
MIB PUBLIC NETWORK,
/%!
* Support the operation with repeaters
*
* LoRaWAN Specification V1.0.1, chapter 7
*
* [true: repeater support enabled, false: repeater support disabled]
*/
MIB REPEATER SUPPORT,
/%!

* Communication channels. A get request will return a
* pointer which references the first entry of the channel list. The
% list is of size LORA MAX NB CHANNELS
*
* LoRaWAN Specification V1.0.1, chapter 7
*/
MIB CHANNELS,
/%!
* Set receive window 2 channel
*
* LoRaWAN Specification V1.0.1, chapter 3.3.2
*/
MIB RX2 CHANNEL,
/%!
* LoRaWAN channels mask
*
* LoRaWAN Specification V1.0.1, chapter 7
*/
MIB CHANNELS MASK
/%!
* Set the number of repetitions on a channel
*
* LoRaWAN Specification V1.0.1, chapter 5.2
*/
MIB CHANNELS NB REP,
/%!
* Maximum receive window duration in [ms]
*
* LoRaWAN Specification V1.0.1, chapter 3.3.3
*/
MIB MAX RX WINDOW DURATION,
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/%!
% Receive delay 1 in [ms]
%k
* LoRaWAN Specification V1.0.1, chapter 7
*/
MIB RECEIVE DELAY 1,
/%!
* Receive delay 2 in [ms]
*
* LoRaWAN Specification V1.0.1, chapter 7
*/
MIB RECEIVE DELAY 2,
/%!
* Join accept delay 1 in [ms]
*
* LoRaWAN Specification V1.0.1, chapter 7
*/
MIB JOIN ACCEPT DELAY 1,
/%!
* Join accept delay 2 in [ms]
*
* LoRaWAN Specification V1.0.1, chapter 7
*/
MIB JOIN ACCEPT DELAY 2,
/%!
* Default Data rate of a channel
*
* LoRaWAN Specification V1.0.1, chapter 7
*k
* FUS68 - [DR 0, DR 1, DR 2, DR 3, DR 4, DR 5, DR 6, DR 7]
*k
* US915 - [DR 0, DR 1, DR 2, DR 3, DR 4, DR 8, DR 9, DR 10, DR 11, DR 12, DR 13]
*/
MIB CHANNELS DEFAULT DATARATE,
/%!

* Data rate of a channel
LoRaWAN Specification V1.0.1, chapter 7

EU868 — [DR_O, DR_1, DR 2, DR 3, DR_4, DR 5, DR 6, DR 7]

X K K X K

US915 - [DR 0, DR 1, DR 2, DR 3, DR 4, DR 8, DR 9, DR 10, DR 11, DR 12, DR 13]
*/
MIB CHANNELS DATARATE,
/%!
* Transmission power of a channel
*
* LoRaWAN Specification V1.0.1, chapter 7
*
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FUS68 — [TX POWER 20 DBM,
TX_POWER 08 DB,

TX_POWER 24 DBM,

%k
%k
%
% US915 — [TX _POWER 30 DB,
%k
* TX_POWER 18 DBM,
%k

TX_POWER 10 DBM]

*/
MIB CHANNELS TX POWER,
/%!

TX _POWER 14 DBM,
TX_POWER 05 DBM,

TX_POWER 28 DBM,
TX_POWER 22 DBM,
TX_POWER 14 DBM,

% Transmission power of a channel

*

TX_POWER 11 DBM,
TX_POWER 02 DBM]

TX_POWER 26 DB,
TX_POWER 20 DBM,
TX_POWER 12 DBM,

* LoRaWAN Specification V1.0.1, chapter 7

%k

* EU868 — [TX POWER 20 DBM, TX POWER 14 DBM, TX POWER 11 DBM,
* TX POWER 08 DBM, TX POWER 05 DBM, TX POWER 02 DBM]
%k

* US915 — [TX POWER 30 DBM, TX POWER 28 DBM, TX POWER 26 DBM,
* TX POWER 24 DBM, TX POWER 22 DBM, TX POWER 20 DBM,
* TX _POWER 18 DBM, TX POWER 14 DBM, TX POWER 12 DBM,
* TX POWER 10 DBM]

*/

MIB CHANNELS DEFAULT TX POWER,

/%!

* LoRaWAN Up-link counter
*
* LoRaWAN Specification V1.0.1,
*/

MIB UPLINK COUNTER,

/%!
* LoRaWAN Down-link counter
*
* LoRaWAN Specification V1.0.1,
*/

MIB DOWNLINK COUNTER,

/%!
* Multicast channels. A get request will return a pointer to the first
* entry of the multicast channel linked list.
* NULL, the list is empty.
*/

MIB MULTICAST CHANNEL,

/%!
* packets number of this tag totally send
*/
MIB NUMBER TOTAL SEND,
MIB NUMBER TOTAL RECV,
/%!
* last send channel index

*/

chapter 4.3.1.5

chapter 4.3.1.5

If the pointer is equal to
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MIB CHANNELS INDEX,
IMib t;

3.3 % E LORA %
/%!
% \brief  LoRaMAC MIB-Set

\details The mac information base service to set attributes of the LoRaMac
layer.

The following code—snippet shows how to use the API to set the
parameter AdrEnable, defined by the enumeration type
\ref MIB ADR.

\code

MibRequestConfirm t mibReq;
mibReq. Type = MIB _ADR;
mibReq. Param. AdrEnable = true;

{
// LoRaMAC updated the parameter

}
\endcode
\param [IN] mibRequest — MIB-SET-Request to perform. Refer to \ref MibRequestConfirm t.

\retval LoRaMacStatus t Status of the operation. Possible returns are:
\ref LORAMAC STATUS OK,
\ref LORAMAC STATUS BUSY,
\ref LORAMAC STATUS SERVICE UNKNOWN,

%k
%k
%k
%k
k
%k
%k
%
%k
%k
%k
ES
* if ( LoRaMacMibGetRequestConfirm( &mibReq ) == LORAMAC STATUS OK )
%k
k
%k
%k
%k
%k
%
%k
%k
%
%k
* \ref LORAMAC STATUS PARAMETER_INVALID.

*/
LoRaMacStatus t LoRaMacMibSetRequestConfirm( MibRequestConfirm t *mibSet ) ;
3.4 K% JOIN iER

/%!

* Initiates the Over—the-Air activation

*

* \param [IN] devEui Pointer to the device EUI array ( 8 bytes )

% \param [IN] appEui Pointer to the application EUI array ( 8 bytes )

* \param [IN] appKey Pointer to the application AES128 key array ( 16 bytes )
%k

* \retval status [0: OK, 1: Tx error, 2: Already joined a network]
*/
uint8 t LoRaMacJoinReq( uint8 t *devEui, uint8 t *appEui, uint8 t *appKey ) :

35 REAFE ACK HBIEHEE
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/%!

* LoRaMAC layer send frame

*

* \param [IN] fPort MAC payload port (must be > 0)
* \param [IN] fBuffer MAC data buffer to be sent

* \param [IN] fBufferSize MAC data buffer size

*

* \retval status [0: OK, 1: Busy, 2: No network joined,

* 3: Length or port error, 4: Unknown MAC command
* 5: Unable to find a free channel

* 6: Device switched off]

*/

uint8 t LoRaMacSendFrame( uint8 t fPort, void *fBuffer, uintl6 t fBufferSize );

3.6 REFE ACK FIEEHE

/%!

* LoRaMAC layer send frame

*

* \param [IN] fPort MAC payload port (must be > 0)

* \param [IN] fBuffer MAC data buffer to be sent

* \param [IN] fBufferSize MAC data buffer size

* \param [IN] fBufferSize MAC data buffer size

* \param [IN] nbRetries Number of retries to receive the acknowledgement
*

* \retval status [0: OK, 1: Busy, 2: No network joined,

* 3: Length or port error, 4: Unknown MAC command
* 5: Unable to find a free channel

* 6: Device switched off]

*/

uint8 t LoRaMacSendConfirmedFrame ( uint8 t fPort, void *fBuffer, uintl6 t fBufferSize, uint8 t
nbRetries ) ;

3.7 LORA LIB 5 %I

NRST_SX PB2
V1l CTRL PA8
V2_CTRL PC13
DIOO PAG
DIO1 PAT
DI02 PBO
DIO3 PB1
SPI_SCK PB13
SPI_MISO PB14
SPI_MOSI PB15
SPI_NSS PB12

LORA BT B8 A _EiR 5] 1

G TR & H
Total RO Size (Code + RO Data) 46768 ( 45.67kB)
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Total RW Size (RW Data + ZI Data) 8632 (  8.43kB)
Total ROM Size (Code + RO Data + RW Data) 47052 ( 45.95kB)
3.8 BH B SR

I B A Z Sy 32MHz
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