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REQ IND RES CNF
: v M(=)
(3) SEC-
16-7
16-7 SEC-
REQ IND RES CNF
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(6) SEC-Create-Request

16-10
16-10 SEC-Create-Request

REQ IND

O =

(0] C(=

o C(=)

o (=)

3.
16-11 16-13
16-11
16-11
N/A
STATE_NAME
16-12

SEC- NULL CREATING CREATED EXCHANGE COMMIT1 COMMIT2 OPENING OPEN
Cregtereq CREATING N/A N/A N/A N/A N/A N/A CREATING
Commit.req N/A N/A N/A N/A COMMIT2 N/A N/A N/A
Terminate.req N/A NULL NULL NULL NULL NULL NULL NULL
Exception.req N/A CREATING CREATED EXCHANGE COMMIT1 COMMIT2 OPENING OPEN
Unitdatareq N/A N/A N/A N/A N/A N/A OPENING OPEN
Exchangeres N/A N/A N/A COMMIT1 N/A N/A N/A N/A
Exchange.ind EXCHANGE
Commit.ind OPENING
Terminate.ind NULL NULL NULL NULL
Exception.ind CREATING COMMIT 2 OPEN OPEN
Create- NULL OPEN OPEN
Request.ind
Unitdata.ind OPEN OPEN
Create.cnf CREATED
Commit.cnf OPEN
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16-13
SEC- NULL CREATING CREATED EXCHANGE COMMIT OPENING OPEN
Exchangereq N/A N/A EXCHANGE N/A N/A N/A N/A
Commit.req N/A N/A COMMIT N/A N/A N/A N/A
Creste-Request.req  NULL N/A N/A N/A N/A N/A OPEN
Terminate.req N/A NULL NULL NULL NULL NULL NULL
Exception.req N/A CREATING CREATED EXCHANGE COMMIT OPENING  OPEN
Unitdatareq N/A N/A N/A N/A N/A N/A OPEN
Cresteres N/A CREATED N/A N/A N/A N/A N/A
Commit.ind OPEN
Createind CREATING CREATING CREATING CREATING
Terminate.ind NULL NULL NULL
Exception.ind NULL EXCHANGE COMMIT  OPEN
Unitdata.ind OPEN
Exchange.cnf OPENING
Commit.cnf OPEN
16.4 WTLS
WLTS
WTLS PUD
WTLS PDU
« » PDU
WTLS
WTLS
16.4.1
16-14 16-21
16-14
SEC-Create.req T-Unitdata.req (ClientHello)
T-Unitdata.ind HelloRequest SEC-Create-Request.ind

SEC-Create.reg.

alert (no_renegotiation)
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16-15
SEC-Terminate.req T-Unitdata.req
Alert (fatal or critical)
SEC-Exception.req T-Unitdata.req
(Alert (warning))
T-Unitdata.ind ServerHello Certificate SEC-Create.cnf
Server KeyExchange SEC-Exchange.ind

CertificateRequest
ServerHelloDone
ServerHello
Certificate
ChangeCipher Spec
Finished

Alert (critical or fatal)

Alert (warning)

SEC-Create.cnf
SEC- .ind
ChangeChipher Spec

Finished
0
SEC-Terminate.ind
SEC-Exception.ind
T-Unitdata.req
(ClientHello)

SEC-Terminate.ind

16-16
SEC-Exchange.res 1
ClientKeyExchange
CertificateVerify
SEC-Terminate.req T-Unitdata (Alert)
(critical or fatal))
SEC-Exception.req T-Unitdata (Alert
(warning))
16-17 1
SEC-Commit.req ChangeCipher- 2

Spec Finished ChangeCipher Spec

Finished

T-Unitdata.req.
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()
SEC-Terminate.req T-Unitdata Alert(critical or fatal)
SEC-Exception.req T-Unitdata (Alert(warning)) 1
16-18 2
SEC-Terminate.req T-Unitdata.req (Alert (critical or fatal))
SEC-Exception.req T-Unitdata (Alert(warning)) 2
T-Unitdata.ind Alert (critical or fatal) SEC-Terminate.ind
Alert (warning) SEC-Exception.ind 2
Finished SEC-commit.cnf OPEN
T-Unitdata.req 2

SEC-Terminate.ind

16-19
Finished
T-
Finished Unitdata.req
Finished
Finished
SEC-Terminate.req T-Unitdata.req (Alert
(critical or fatal))
SEC-Exception.req T-Unitdatareq
(Alert (warning)
16-20
SEC-Unitdata.req
T-Unitdata.req
SEC-Terminate.req T-Unitdata.req
(Alert (critical or fatal))
SEC-Exception.req T-Unitdata.req

(Alert (warning))

T-Unitdata.req

T-Unitdata.req.
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T-Unitdata.ind
Alert (duplicate finished
_received)
Alert (critical or fatal)
Alert (warning)

SEC-Unitdata.ind

SEC-Terminate.ind
SEC-Exception.ind

HelloRequest SEC-Create-Request.ind
SEC-
Create.req
, Alert no
_regeneration
16-21
SEC-Create.req T-Unitdata.req
(ClientHello)
SEC-Terminate.req T-Unitdatareq (Alert (critical
or fatal))
SEC-Exception.req T-Unitdata.req
(Alert (warning))
SEC-Unitdata.req T-Unitdata.req
T-Unitdata.ind SEC-Unitdata.ind
Alert (critical or fatal) SEC-Terminate.ind
Alert (warning) SEC-Exception.ind
HelloRequest SEC-Create-Request.ind
SEC-Create- Request.req
Alert no_renegotia-
tion
16.4.2
16-22 16-28
16-22
SEC-Create-Request.req T-Unitdata.req (Hell oRequest)
HelloRequests
T-Unitdata.ind ClientHello SEC-Create.ind

Alert (no_r enegotiation)

SEC-Exception.ind
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16-23
SEC-Terminate.req T-Unitdata.req (Alert (critical
or fatal))
SEC-Exception.req T-Unitdata.req
(Alert (warning))
SEC-Create.res
ServerHello
Certificate
16-24
SEC-Exchange.req ServerKeyExchange
CertificateRequest
ServerHelloDone
T-Unitdata.req
SEC-Commit.req ChangeCipher Spec Finished
ChangeCipher Spec
Finished
T-Unitdata.req.
SEC-Terminate.req T-Unitdata.req (Alert (criti-
calor fatal))
SEC-Exception.req T-Unitdatareg (Alert (warning))
16-25
SEC-Terminate.req T-Unitdata.req (Alert
(critical or fatal))
SEC-Exception.req T-Unitdata.req (Alert EXCHANGE
(warning))
T-Unitdata.ind ClientHello T-Unitdata.req. EXCHANGE
ClientHello SEC-Create.ind
Alert (critical or fatal) SEC-Terminate.ind
Alert (warning) SEC-Exception.ind EXCHANGE
Certificate* SEC-Exchange.cnf OPENING

ClientKeyExchange

SEC-Commit.ind
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CertificateVerify

ChangeCipherSpec

ChangeCipher Spec

Finished Finished
Finished
T-Unitdata.req.
16-26
SEC-Terminate.req T-Unitdata.req (Alert (critical or fatal))
SEC-Exception.req T-Unitdata.reg (Alert (warning))
T-Unitdata.ind ClientHello T-Unitdata.reg.
ClientHello SEC-Create.ind

Alert (critical or fatal)
Alert (warning)
Finished

Finished

SEC-Terminate.ind
SEC-Exception.ind
SEC-Commit.cnf
SEC- Commit.cnf
SEC-Unitdata.ind

16-27

SEC-Create-Request.req

SEC-Terminate.req

SEC-Exception.req

SEC-Unitdata.req

T-Unitdata.ind ClientHello
Alert (critical or fatal)
Alert (warning)

Certificate
ClientKeyExchange
CertificateVerify

ChangeCipher Spec Finished

T-Unitdata (HelloRequest)
T-Unitdata (Alert (critical or fatal))
T-Unitdata.req(Alert (warning))
T-Unitdata.req
SEC-Create.ind
SEC-Terminate.ind
SEC-Exception.ind
SEC-Unitdata.ind

T-Unitdata.req.
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16-28

SEC-Create-Request.req T-Unitdata (HelloReguest)
SEC-Terminate.req T-Unitdata (Alert
(critical or fatal))
SEC-Exception.req T-Unitdata.req
(Alert (warning))
SEC-Unitdatareq T-Unitdata.req
T-Unitdata.ind ClientHello SEC-Create.ind
Alert (critical or fatal) SEC-Terminate.ind
Alert (warning) SEC-Exception.ind
SEC-Unitdata.ind
Finished T-Unitdata (Alert
Finished (duplicate_finished
received))
Finished SEC-Unitdata.ind
Finished T-Unitdata (Alert
(duplicate_finished
received))

16.5

TLS

C XDR[XDR]
WTLS

16.5.1

C
value = ( byte[0] << 8*(n-1)) | ( byte[l] << 8*(n-2)) | ... | byte[n-1];

big endian
16.5.2

« e “ xp
© [

16.5.3
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T1 T) T
T T [n];
T n n T
Datum 3 Data 3

Datum 9

opaque Dat unf 3] ; /* */

Dat um Dat a[ 9] ; /*3 3 */

<floor. ceiling>
0
T T <loor..ceiling>
mandatory 300 400
2 uintl6 400 longer
800 400 uintl6 2
17 uintlé

opaque mandat ory<300..400>; /* 2 */

uint 16 | onger<0..800>; /*0400 16-bit 16 */

A = B[first..last];

A B first last
16.54
uint8

ui nt8 uint16[2];

ui nt 8 uint24[ 3];

ui nt 8 ui nt32[4];

ui nt 8 ui nt 64[ 8] ;

“ i “ big endian”

uint32 01 02 03 04 16909060

16.5.5

enum
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enum { el(vl), e2(v2), ... , en(vn), [[(n)]] } Te;

Color
1
enum { red(3), blue(5), white(7) } Color;

Taste 2 1 2 4
Enum { sweet (1), sour(2) bitter(4), (32000) } Taste;

Color.blue

Col or color = Color.blue; [/* */
Col or color = blue; [/* */

enum { |ow, medium high } Anpunt;

16.5.6

struct {
T1 f1;
T2 f2;

:I'.nlfn;
POLTIS
T.f2

struct {
T1 f1;
T2 f2;

Tn fn;

Td fd;

select (E) {
case el: Tel;
case e2: Te2;
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case en: Ten;
default: TeDefault;
PLOfvI]S
PoLLmvlls

enum { apple, orange } VariantTag;
struct {
ui nt 16 nunber;
opaque string<0..10>; [* */
}ooVva
struct {
ui nt 32 nunber;
opaque string<10>; /[* */
}ove
struct {
sel ect (VariantTag) { /* */
case apple: Vi, /* tag = apple */
case orange: V2; /* tag orange */
} variant _body;
} Vari ant Record;

orange
VariantRecord VariantRecord V2

16.5.7

<21%-1>

CBC Cipher Block
Chaining

<21-1>

bl ock-ci phered struct {

uint8 fieldl;

uint8 fieldz;

digitally-signed opaque hash[ 20];
}User Type;
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16.5.8

struct {
uint8 f1;
uint8 f2;
} Exanpl el;
Exanpl el ex1={1, 4}; /* f1=1, f2=4 */

16.5.9

ASCII
bl ock = H(paraneter, *key expansion * );

I* 13 */
16.6

WTLS
MAC

WTLS
Sbu Sbu
GSM

16.6.1

WTLS WTLS MAC
MAC

WTLS

MAC 16-29

WTLS

enum { server(1l), client(2) } Connecti onEnd;
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ui nt 8 Bul kCi pher Al gorithm

enum { stream(1l), block(2), (255) } CipherType;
enum { true, false } IsExportable;
ui nt 8 MACAI gorithm
enum { of f(0), inplicit(1l), explicit(2), (255) } SequenceNunber Mode;
ui nt Conpr essi onMet hod;
struct {
Connecti onEnd entity;
Bul kCi pher Al gorithm bul k_ci pher_al gorithm
Ci pher Type ci pher _type;
uint8 key size; /* */
uint8 iv_size; I* */
ui nt 8 key_material _length; /* *
| sExportabl e i s_exportabl e;
MACAI gorithm mac_al gorithm
ui nt 8 mac_key_size; [* ¥/
uint8 mac_size; /* */
opaque mast er _secret[20];
opaque client_randoni 16];
opaque server _randoni 16];
SequenceNunber Mode sequence_nunber _node;
uint8 key_refresh;
Conpr essi onMet hod conpression_al gorithm
} SecurityParaneters;
16-29
16.14
MAC MAC MAC
A MAC
20
16
16

Implicit sequence numbering
MAC
Explicit sequence numbering
MAC

bad_record_moc
Off
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MAC v
n= 2keyrefresn 0 n 2n 3n
3 key_refresh 8 2¢ 0 8
16 0 2°
16-30
16-30
MAC MAC
v v v IV CBC
uint16 2te
1 0
MAC MAC
v v v IV CBC
uint16 2te
1 0
16.6.2
WTLS 2-1
1
TLS
enum {

change_ci pher _spec(1), alert(2), handshake(3),
application_data(4), (15)
} Cont ent Type;

enum { without(0), with(1l) } SequenceNunberl ndication;
enum { without(0), with(1l) } FragmentLengthlndication;
struct {

opaque record_type[1];
sel ect (SequenceNunberl ndication) {
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case w thout:

case wth:

}

struct {};
ui nt 16 sequence_numnber;

sel ect (FragnmentLengthl ndication) {

case wi t hout:

case with:

struct {};
uint 16 | engt h;

} opaque fragment[ WILSPI ai ntext. | ength];

} WILSPI ai nt ext;

WTLS 16-31
16-31 WTLS
Record_type
0-3 4 bits
4 1 bit
5 1 bit
0
1
cipher spec MAC
6 1 bit
0
1
16.6.1
7 1 bit
0
1
2
1 Sbu
Sbu
sequence_number
length WTL SPlaintext.fragment
Sbu
fragment
WTLS
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WTLS

WTL SPlaintext WTLSCompressed WTLS-
Plaintext.fragment

struct {
opaque record_type[1];
sel ect (SequenceNunberl| ndi cation) {
case without: struct {};
case with: uintl6 sequence_nunber;
}
sel ect (FragnentLengthl ndication) {
case without: struct {};
case with: uintl6 |ength;
}
opaque fragnent [ WILSConpr essed. | engt h] ;
} WILSConpr essed;

WTL SCompressed 16-32
16-32 WTLSCompressed

record_type 16.6.2
sequence_number 16.6.2
Length WTL SCompressed.fragment 16.6.2
Fragment WTL SPlaintext.fragment
3.
MAC WTL SCompressed WTL SCiphertext
16-33
struct {

opaque record_type[1];

sel ect (SequenceNunberl| ndi cation) {
case without: struct {};
case with: uintl6 sequence_nunber;

}

sel ect (FragnentLengthl ndication) {
case without: struct {};
case with: uintl6 |ength;

}

sel ect (SecurityParanmeters.cipher_type) {
case stream CenericStreanCi pher;
case bl ock: GenericBl ockCi pher;

} fragment;

} WILSC phertext;
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16-33
record_type 16.6.2 °
sequence_number 16.6.2 “
length WTL SCiphertext.fragment 16.6.2
fragment WTL SCompressed.fragment
(1)
32
n-32...n n
n-32
0 1
1 ChangeCipherSpec 0
2181
(2
BulkCipherAlgorithm NULL WTL SCompressed.fragment
WTLSCiphertext.fragment WTLSCiphertext.fragment
WTL SCompressed.fragment

stream ci phered struct {
opaque content [ WILSConpr essed. | engt h] ;
opaque MAC[ SecurityParanmeters. mac_size];
} GenericStreanCi pher;

MAC

HVAC hash ( MAC secret, seq_nunber + WILSConpressed.record_type +
WILSConpr essed. | ength + WILSConpr essed. fragnent )

‘o WTL SCompressed.length
0
BulkCipherAlgorithm NULL WTLS
(3) CBC 16-34
RC5 DES MAC WTL SCompressed.fragment
WTL Sciphertext.fragment WTL Sciphertext.fragment WTL SCompressed.fragment

bl ock-ci phered struct {
opaque content (WILSconpressed. | ength);
opaque MAC(SecurityParaneters. hash_si ze);
ui nt 8 paddi ng( paddi ng_I ength);
uni t 8 paddi ng_I engt h;
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} GenericBl ockGi pher;
MAC 16.6.1
16-34 CBC
Padding
uint8
Padding_length GenericBlockCipher
0-255 0 255

WTL SCiphertext.length WTL SCompressed.length,CipherSpec.hash_size

padding_length
8bytes, WTL SCompressed.length 59bytes,
10bytesMAC 70bytes 70 8 6 2bytes
16.7
WTLS
16-35
16-35

Session ldentifier

Protocol Version WTLS
Peer Certificate

Compression Method

Cipher Spec ,RC5,DES MAC SHA-1
mac_size
Master Secret 20byte
Sequence Number Mode
Key Refresh ( MAC V)
|s Resumable
WTLS
16.7.1
1 1
Struct {

enum { change_ci pher _spec(1), (255) } type;
} ChangeC pher Spec;

change cipher spec



China=pupscom

16.7.2
WTLS
4dbyte
@ o 4
(2 4byte
3 XOR

enum { warning(l), critial(2), fatal (3), (255) } AlertLevel;

enum {
connecti on_cl ose_noti fy(0),
sessi on_cl ose_notify(1),
no_connecti on(5),
unexpect ed_nessage( 10),
bad record nac(20),
decryption failed(21),
record overfl ow(22),
deconpr essi on_fai | ure(30),
handshake fai | ure(40),
bad certificate(43),
unsupported certificat e(43),
certificate_revoked(44),
certificate_expired(45),
certifi cat e_unknown(46),
illegal paraneter(47),
unknown_ca(48),
access_deni ed(49),
decode error(50),
decrypt _error(52),
unknown_key id(52),
di sabl ed_key id(52),
key_exchange_di sabl ed(54),
sessi on_not _ready(55),
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unknown_par anet er _i ndex(56) ,

dupl i cat e_fi ni shed_recei ved(57),

export_restriction(60),

prot ocol _versi on(70),

i nsuf fi ci ent_security(71),

internal _error(80),

user _cancel ed(90),

no_renegotiation(100), (255)
} AlertDescription;

struct {
Al ertLevel |evel;
Al ert Description description;
Opaque checksun 4]

} Alert;

1
16-36
16-36

Connection_close_notify
Session_close _notify

connection_close_notify session_close_notify
connection_close_notify session_close_notiry
session_close_notify

connection_close_notify session_close_notify

WTLS

16-37
16-37
no_connection
cleartext
unexpected_message
bad_record_mac MAC
cleartext
decryption_failed WTLS

cleartext
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record_overflow

decompression_failure
handshake_failure
bad_certificate
unsupported_certificate
certificate_revoked
certificate_expired
certificate_unknown
illegal_parameter
unknown_ca
access_denied
decode_error

decrypt_error

unknown_key_id

disabled_key id

key_exchange_disabled

session_not_ready

unknown_parameter_index

duplicate_finished_received

export_restriction
protocol_version

insufficient_security

internal_error

WTLS

WTLS

cleartext

ClientHello.client_key_ids

client_key ids

ClientHello.client_key_ids

hand_failure

client_key_ids

cleartext

key_ids
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user_canceled
connection_close_notify
xonnection_close_notify

no_renegotiation

session_close_notify

16.7.3

WTLS WTLS WTLS

WTLS

1) hello
2)

3

4)

5)

6)

ClientHello.random
ServerHello.random

20bytes
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hello done
RSA
CipherSpec
1
( 16-5)
ClientHello @ ---——--- > )
' - ServerHello
Certificate* o
ServerKeyExchange*
CertificateRequest*
<——------ . - ServerHelloDone
Certificate* ’
ClientKeyExchange*
CertificateVerify*
[ChangeCipherSpec] .
Finished e > )
L ——mm——— Finished.
Application Data e > ) Application Data
16-5
ClientHello
ServerHello
16-6 ID
TLS

16-6
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ClientHello ———mmaS
. ServerHello
. - [ChangeCipherSpec]
) R Finished
Finished '
Application Data B ettt
Application Data . <“'-"‘f".>f Application Data
16-6
- Diffie-Hellman
16-7
ClientHello —————> - .
.. ServerHello -
Certificate
- . [ChangeCipherSpec]
e _ © Finished
Finished . . T
Application Data @ = = = —~---—e-- >
Application Data ] <——mmm > Application Data
16-7
16.7.4
WTLS
(SDU) WTLS

(Finished)
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WTP WTLS
WTP

(Application Data)

(duplicated finished_received)

SEC-Create.ind

“ duplicated_finished received”

16.7.5
WTLS WTLS
WTLS
WTL SPlaintext
enurg
hel 1 o_request (0),client_hell o(1), server_hello(2),
certificate(11), server_key exchange(12),
certificate request(13), server _hel | o_done(14),
certificate verify(15), client_key exchange(16),
fi ni shed(20), (255)
} HandshakeType;
struct {
handshakeType nmsg_type;/*handshake type*/
uint16 | ength; /*bytes in nmessage*/
select (nsg_type){
case hello_request: Hel | oRequest ;
case client_hello: ClientHello;
case server_hello: Server Hel | o;
case certificate: Certificate;
case server_key_exchange: Ser ver KeyExchange;
case certificate_request: CertificateRequest;
case server_hell o_done: Server Hel | oDone;
case certificate_verify: CertificateVerify;
case client_key_exchange: Cl i ent KeyExchange;
case finished: Fi ni shed;
} body;

} Handshake;
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Certificate

(Hello Request)

@)
Hello Request

(no_renegotiation)

struct { } Hell oRequest;

@)

handshake failure

struct {
uint32 gnt_unix_tinme;
opaque random byt es[ 12];
} Random

ui nt8 KeyExchangeSuite;/*Key exchange suite sel ector*/

struct {
uint8 dh_e;
opaque dh_p<1..2716-1>;
opaque dh_g<1..2”16-1>;
} DHPar aneters;
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16-38 ©
gmt_unix_time Unix 32
1970 1 1 WTLS
0
random_bytes 12
16-39 @
dh_e 0
dh_p -
dh_g -

enum {ec_prine_p(1l),ec_characteristic_two(2),(255) }ECFieldlD

enum {ec_basis_onb, ec_basis_trinon al, ec_basis_pentanom al }

E@Basi sType;

struct {
opaque
opaque
opaque

} ECCurve

a<l..278-1>
b<1..278-1>
seed<0. . 2"8-1>;

16-40

ab
X9.26 431

Seed

struct {
opaque
} ECPoi nt;

poi nt<1..2"8-1>

16-41

point

X9.26 4.42.a

X9.26 4.4

struct {
ECFieldID field;
sel ect (field) {
case ec_prinme_p:opaque
case
uintlé m
ECBasi sType basis
select (basis) {
case ec_basis_onb
struct{ }
case ec_trinom al
opaque k

SESRCNC) 16-38 16-41

pri me_p<1.
ec_characteristic_two:

. 2"8-1>;

<1..2"8-1>



Chinaspupecom

16

case ec_pent anomi al :
opaque k1 <1..278-1>;
opaque k2 <1..278-1>;
opaque k3 <1..278-1>;
H
b
ECCur ve curve,;
ECPoi nt base;
Opaque order<1..278-1>;
Opaque cofactor<1..278-1>;
}ECPar anet ers;

16-42 ©

Field

prime_p Fp

m F2m

k N

k1,k2,k3 N

curve E ab

base P

order n P n nP=0
cofactor h=#E(Fq)/n,#E(Fq) Fq E

ui nt 8 Par anet er | ndex;
enum {rea, diffie_hellman,elliptic_curve} PublicKeyAl gorithm

struct {

sel ect (PublicKeyAl gorithm{
case rea:struct{};
case diffie_hell man: DHPar anet er s par ans;
case el liptic_curve: ECPar anet er parans;
}
} Par anet er Set ;
struct {
Par anet er | ndex par anet er _i ndex;
sel ect (paraneter_index){
case 255: Paraneter Set paraneter_set;
defaul t:struct{};

}
} Par anet er Speci fi er;
16-43 e
parameter_index 0 1-254
16.14 255
parameter_set - ECDH

006 16-42 16-43
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Bwurd  (0),text(1), binary(2), key_hash_sha(254), x509_nane( 255) }
I dentifierType;

uint16 CharacterSet;

struct{
IdentifierType identifier_type;
sel ect (i dentifier_type){
case :struct{};
case text:
CharacterSet character_set;
opagque name<l..278-1>;
case binary:opaque identifier<l..278-1>;
case key_hash_sha: opaque key_hash[20];
case x509_name: opaque di stingui shed_nane<1l..2/"8-1>;
}dentifier;

16-44 °©
idenrifier_type
0=
1=
2=
254= SHA-1
255=X.509
character_set IANA
name
identifier
key_hash
distinguished_name X.509
struct {

KeyExchangeSui te key_exchange_suite;
Par amet er Speci fier paraneter_specifier;
Identifier identifier;

} KeyExchangel D

16-45 @

key_exchange_suite 16.14
parameter_specifier

identifier

MAC

eoe 16-44 16-45
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struct {
Bul kCi pher Al gorithm bul k_ci pher_al gorithm
MACAI gori t hm mac_al gorithm
}QdpherQite
16-46 ©
bulk_cipher_algorithm 16.14
mac_algorithm MAC 16.14

ui nt 8 Conpr essi onMet hod;

struct{
uint8 client_version;
Random random
Sessi onl D session_id;
KeyExchangel d client_key_ids<3..2"16-1>;
KeyExchangel d trusted_key_i ds<0..2716-1>;
Ci pherSuite cipher_suites<2..2"8-1>;
Conpr essi onMet hod conpressi on_nmet hods<1..2"8-1>;
SequenceNumnber Mode sequence_numnber _node;
uint8 key_refresh;

}QientHello;

16-47 @

client_version WTLS

random
session_id

client_key_ids
trusted_key_ids

cipher_suites
compression_methods

sequence_number_mode
key_refresh

client_key ids trusted key ids

006 16-46 16-47
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unknown_key id

3

16-48

struct {
uint8 server_version;
Random random
Sessionl D session_id;
uint8 client_key_id;
Ci pherSuite cipher_suite;

Conmpr essi onMet hod conpr essi on_mnet hod;

(handshake failure)

SequenceNumber Mode sequence_nunber _node;

uint8 key_refresh;
} ServerHell o;

16-48

server_version

random
session_id

client_key_ids

cipher_suite
compression_method

sequence_number_mode

key_refresh

client_key_ids

cipher_suites
compression_method

WTLS

X.509v3
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(KeyExchangeSuite) WTLS

16-49 16-51
enum {WILSCert (1), X509Cert(2),(255) }CertificateFormat;

opaque ASN1Cert<1..2"16-1>;

enum {anonynmous(0), ecdsa_sha(1),rsa_sha(1), (255)}
S gnat ureA gori thm

enum {rsa(2), ecdh(3), ecdsa(4), (255)}PublicKeyType;
ECPoi nt ECPubl i cKey;

16-49

ECPublicKey EC W=sG

struct {
opaque rsa_exponent<1l..2"16-1>;
opaque rsa_nodul us<l..2”16-1>;
}RSARUDI i ckey;

16-50

rsa_exponent RSA
rsa_modulus RSA

Struct {
Sl ect (Publ i ckeyType) {
case ecdh: ECPubl i cKey;
case ecdsa: ECPubl i cKey;
case rsa: RSAPubli cKey;
}Rubl i ckey;

struct {
uint8 certificate_version;
Si gnatureAl gorithm signature_al gorithm
Identifier issuer;
uint32 valid_not_before;
uint32 valid_not_after;
Identifier subject;
Publ i cKeyType public_key_type;
Par anet er Speci fi er paranmeter_specifier;
Publ i cKey public_key;
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}ToBeS gnedCertificate;

16-51
certificate_version 1
16-52
signature_algorithm
issuer
(CA)
valid_not_before 32 UNIX
1970 1 1
valid_not_after 32 UNIX
1970 1 1
subject

public_key type
parameter_specifier
public_key

(CertificateSignatureAlgorithm)
(ToBeSignedCertificate)

sel ect (SignatureAl gorithm
{
case anonynous:{ };
case ecdsa_sha:
digitally-signed struct{
opaque sha_hash[20];/*SHA-1 hash of data to be signed */
}

case rsa_sha:
digitally-signed struct{
opaque sha_hash[20];/*SHA-1 hash of data to be signed */

}
}S gnature;

struct {
ToBeSi gnedCertificate to_be_signed_certificate;
Signature signature;
YWLSCertificate;

struct {

CertificateFormat certificate_format;
sel ect(certificate fornat){
case X.509: ASNlCert;
case WLSCert: WVLSCertificate;

}Certificate;
struct {

Certificate certificate_list<0..2216-1>;
}Certificates;
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16-53

certificate_list

« RSA
-  ECDH_ECDSA
ECDSA

* ECDH_anon
« RSA_anon
* DH_anon

« ECDH_ECDSA
*RSA

RSA

CA

RSA

ECDSA

16-54 16-55

RSA
ECDSA

ECDH

WTLS

enum {rsa, rsa_anon, dh_anon, ecdh_anon} KeyExchangeAl gorit hm

struct{

opaque dh_Y<1l..2716-1>;

}OHRUDI i ckey;

16-54

(Y)
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struct {
Par anet er Speci fier paraneter_specifier;
sel ect (KeyExchangeAl gorithm{
case rsa_anon:
RSAPubl i cKey parans;
case diffie_hellman_anon:
DHPubl i ckey par ans;
case ec_diffie_hell man_anon;
ECPubl i cKey parans;
b
} Ser ver KeyBxchange;

16-55

parameter_specifier

params (RSA,ECDH DH )

struct {
KeyExchangeld trusted_authorities<0..2"16-1>;
} CertificateRequest;

16-56 ©

Trusted_authorities

CA CA CA

struct { } ServerHel | oDone;

6.

S] 16-56



Chinaspupecom

16

(handshake failure)

RSA

ECDH
EC -

struct {
sel ect (KeyBxchangeA gori t hm {
case rsa:RSAEncryptedSecret param
case rsa_anon: RSAEncryptedSecret param
case dh_anon: DHPubl i cKey param/*client public val ue*/
case ecdh_anon: ECPubl i cKey param/*client public value*/
}exchange_keys;
} Qi ent KeyExchange;

(1) RSA
RSA 20

16-57 16-58

struct{
uint8 client_version;
opaque randoni 19];

}Secret;
16-57
client_version
random 19
struct {
publi c- key-encrypted Secret secret;
}Encrypt edSecret ;
16-58

secret
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(2 EC -
EC -
EC -
(©) -
8.
16-59
struct {
Si gnature signature;
} CertificateVerify;
16-59

signature
H(handshake_message)
9.
(ChangeCipherSpec)
16-60
struct {
opaque verify_data[12];
} Fini shed;
16-60
verify_data

PRF(master_secret,finished_|able,H(handshake_messages))[0..11];finished_|abe|
"client finished";
"server finished";
handshake_messages
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16.8

16.8.1

WTLS
MAC

mast er _secr et =PRF( pre_naster _secret, "master secret",
ClientHel |l 0. random+Server Hel | o. random) [O0..19];
20
1. RSA
RSA 20

RSA 20 SHA-1 PKCS#1

RSA PKCS#1 2

[P1363]
EC 16.14
EC
ECDSA
«EMSA SHA-1
. DSA  (ECSP-DSA) DSA
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(ECVP-DSA)
. ECSSA
- Z ECDH [P1363]
. - (ECSVDP-DH)
z
. (FE20SP) z z
4,
16.8.2

IVsMAC

IVs,MAC

key_bl ock=PRF (SecurityParanmeters. naster_secret,
expansi on_| abel , seq_nun+
Securi tyPar anet er s. ser ver _r andon
SecurityParaneters. cli ent_randomn);

“ client
expansion”
client_wite MMC secret[SecurityParaneters. hash_si ze]
client_wite encryption_key[SecurityParanmeters.key_materi al]
client_wite |V[SecurityParanmeters.|V_size]
“ server expansion”
server_wite MNC secret[ Securi t yParangt er s. hash_si ze]
server_write encryption_key[SecurityParaneters. key_material]
server_write |V[SecurityParaneters.|V_size]
WTLS
MAC v
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SecurityParameter.is_exportable

final _client_wite encryption_key=
PRF( SecurityParaneter.client_wite_encryption_key,"client wite key",
SecurityParangt ers. cl i ent_random-Securi t yPar anet er. server _randon);

final _server_wite encryption_key=
PRF( SecurityParaneter.server_wite_encryption_key, "server wite key",
Securi tyParanet ers. cl i ent _random-Securi t yPar anet er . server _randon);

Ivs

iv_block=PRF(" ","1V bl ock", seq_numt

SecurityParaneters.client_random-SecurityParanmeters. server_random ;
iv
client_wite | SecurityParaneters. |V size]
server_wite | SecurityParaneters. |V si ze]

PRF 0 PRF
CBC v
record_IV=IV XOR S
v AV ¢ v Iv ) S
v
16.8.3 HMAC
WTLS MAC
(PRF)
1. MAC
HMAC[HMAC] SHA-1[SHA] MD5[MD5]
H K H ,
B(B=64 )
L (L=16 MD5,L=20 SHA-1) K
B B H L HMAC
K L
ipad opad “ i” “ 0"

i pad=t he byte 0x36 repeated B tinmes
opad=t he byte 0x5c repeated B tines

HMAC
H K XOR opad + H (K XOR i pad+data) )
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1) K 0 B K 20 B=64 K 44
0 0x00
2) ipad 1) B (XOR)
3) 2 B
4) H 3)
5) opad 1) B (XOR)
6) 4) H B
7y H 6)
2.
TLS PRF WTLS
P_hash

P_hash (secret, seed) =HMAC _hash(secret, A(1) +seed) +
HWAC hash(secret, A 2) +seed) +
HWAC hash(secret, A 3) +seed) +. . .

Cogr

A0) =seed

A(i)= HMAC hash(secret, A(i-1))

P_hash P_SHA 64
5 80 16 64

PRF(secret, | abel , seed) =P_hash (secret, | abel +seed)

16.9

Abbreviated handshake
Connection State
/ MAC /
Datagram Transport Sbu
Handshake

Handshake Protocol
Full Handshake



Chinaspupecom

16

Optimized Handshake

Record

Record Protocol

(ChangeCipherSpec)
Secure Connection WTLS

Secure Session

Session Resume

Shared Secret Authentication

16.10
API Application Programming Interface
CA Certification Authority
CBC Cipher Block Chaining
DH Diffie-Hellman -
EC Elliptic Curve
ECC Elliptic Curve Cryptography
ECDH Elliptic Curve Diffie-Hellman -
ECDSA Elliptic Curve Digital Signature Algorithm
v Initialization Vector
MAC M essage Authentication Code
ME Management Entity
(O] Open System Interconnection
PDU Protocol Data Unit
PRF Pseudo-Random Function
SAP Service Access Point
Sbu Service Data Unit
SHA-1 Secure Hash Algorithm

SMS Short Message Service

WTLS

MAC
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SSL
TLS
WAP
WDP
WSP
WTLS
WTP

16.11

[WAPARCH]

[WAPWDP]

[WAPWTP]

[RFC2119]

[TLS]

[RFC2068]

[HMAC]

[SHA]

[X509]

[3DES]

[DES]

[DH1]

[DSS]

[IDEA]

Secure Sockets Layer

Transport Layer Security
Wireless Application Protocol
Wireless Datagram Protocol
Wireless Session Protocol
Wireless Transport Layer Security
Wireless Transaction Protocol

"WAP Architecture Specification",WAP Forum,30-April-1998

URL :http://www.wapforum.org/

"Wireless Datagram Protocol Specification”, WAP Forum,30-April-1998

URL :http://www.wapforum.org/

"Wireless Transaction Protocol Specification", WAP Forum, 30-April-1998
URL :http://www.wapforum.org/

"Key Words for Use in RFCs to Indicate Requirement Levels",
Bradner,S.,March 1997

URL :ftp://ftp.isi.edu/in-notes/rfc2119

"The TLS Protocol",Dierks,T.and Allen,C.,November 1997

URL :ftp://ftp.ietf.org/internet-drafts/draft-ietf-tls-protocol -05.txt

"Hypertext Transfer Protocol-HTTP1.1",Fielding,R.,et.al.,January 1997
URL:ftp://ftp.isi.edu/in-notes/rfc2068

"HMAC:Keyed-Hashing for Message Authentication”,Krawczyk , H. , Bellare
, M.,and Canetti,R.,RFC 2104,February 1997
URL:ftp://ftp.isi.edu/in-notes/rfc2104.txt

"Secure Hash Standard",NIST FIPS PUB 180-1,National Institute of
Standards and Technology,U.S. Department of Commerce, DRAFT  May
1994

"The Directory-Authentication Framework", CCITT , Recommendation X.509 ,
1998

"Hellman Presents no Shortcut Solution To DES",Tuchman,W., IEEE
Spectrum,v.16 ,n.7,July 1979, pp.40-41

"American National Standard for Information System-Data Link Encryption”
ANSI X3.106 , American National Standards I nstitute,1983

"New Directions in Cryptography", Diffie, W. And Hellman M.E.,IEEE
Transactions on Information Theory,V.IT-22, n.6, Jun 1977,pp.74-84

"Digital Signature Standard",NIST FIPS PUB 186 , National Institute of
Standards and Technology,U.S. Department of Commerce May 1994

"On the Design and Security of Block Cipher",Lai,X.,ETH Series in
Information Processing,v.1,Konstanz:Hartung-Gorre Verlag,1992
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[MD5]

[PKCS1]

[RSA]

[RC5]

[P1363]

[X9.62]

16.12

[WAPWSP]

[GSM03.40]

[XDR]

[1SO7498]

[1S010731]

16.13

"The MD5 Message Digest Algorithm”,Rivest,R., RFC 2104,April 1992.
URL:ftp://ftp.isi.edu/in-notes/rfc2104.txt

"PKCS#1:RSA Encryption Standard",version 1.5, RSA Laboratories,
November 1993

"A Method for Obtaining Digital Signature and Public-Key Cryptosystems"
Rivest, R., Shamir, A., and Adleman L. M., Communications of the ACM,
v.21, n.2, Feb 1978,pp. 120-126

"The RC5, RC5-CBC, RC5-CBC-Pad, and RC5-CTS Algorithms",Baldwin,
R.and Rivest R., RFC 2040, October 1996

URL :ftp://ftp.isi.edu/in-notes/rfc2040.txt

"Standard Specification For Public Key Cryptography", |[EEE P1363/D1a
(Draft Version 1a), February 1998

URL :http://grouper.ieee.org/groups/1363/

"The Elliptic Curve Digital Signature Algorithm (ECDSA)",ANSI X9.62
Working Draft , November 1997

"Wireless Session Protocol Specification”, WAP Forum,30-April-1998

URL :http://www.wapforum.org/

"European Digital Celluar Telecommunication System(phase 2+):Technical
Realization of Short Message Service (SMS) Point-to-Point(P)",ETSI

"XDR : External Data Representation Standard",Srinivansan,R.,RFC-
1832:,August 1995

URL:ftp://ftp.isi.edu/in-notes/rfc1832.txt

"Information Technology-Open System Interconnection-Basic Reference
Model:The Basic Model", | SO/IEC 7498-1:1994

"Information Technology-Open System Interconnection-Basic Reference
M odel-Conventions for the Definition of OSI Services", ISO/IEC 10731:1994

WTLS  [TLS] TLS  SSL3.0

16.14

16-61 16-63
16-61

()

NULL

0 0 N/A

SHARED_SECRET 1 None




China=pupscom

()

()

DH_anon

DH_anon_512
DH_anon_768
RSA_anon

RSA_anon_512

RSA_anon_768

RSA

RSA_512

RSA_768

ECDH_anon

ECDH_anon_113
ECDH_anon_131

ECDH_ECDSA

10

11

12

13
14

DH

DH_anon DH

DH_anon
RSA
RSA

RSA_anon

RSA_anon

RSA

RSA

RSA

RSA

RSA

EC
ECDH

ECDH_anon
ECDH_anon

ECDSA

ECDH

ECDSA

DH

RSA

RSA
ECDH
ECDH
EC -
ECDSA
ECDH
ECDH

None

512
768
None

512

768

None

512

768

None

113

131
None
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16-62
Y
NULL 0 TRUE STREAM 0 0 0 0 N/A
RC5_CBC_40 1 TRUE BLOCK 5 16 40 8 8
RC5_CBC_56 2 TRUE BLOCK 7 16 56 8 8
RC5_CBC 3 FALSE  BLOCK 16 16 128 8 8
DES_CBC_40 4 TRUE BLOCK 5 8 40 8 8
DES_CBC 5 FALSE  BLOCK 8 8 56 8 8
3DES_CBC_EDE 6 FALSE  BLOCK 24 24 168 8 8
IDEA_CBC_40 7 TRUE BLOCK 5 16 40 8 8
IDEA_CBC_56 8 TRUE BLOCK 7 16 56 8 8
IDEA_CBC 9 FALSE  BLOCK 16 16 128 8 8
16-63
(
, )
CBC
v 0,
,CBC
RC5 RC5 RC5-w/r/b,w ( )
b , RC5_CBC RC5-32/16/16
RC5_CBC_40 5 16
RC5_32/12/16 RC5_CBC 56 , 7 16
RC5_32/12/16
(DES) 56 8
, WTLS , ,DES 8 , 56 DES
3 3 168 (WTLS
24 ) 112
IDEA XugjiaLai  James Massey 64 16-64 16-68
16-64 64 IDEA
HMAC

MAC
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16-65 MAC
)
SHA 0 0 MAC 0 0
MAC SHA-1
SHA_40 1 SHA-1 5 20 5
MAC
MAC SHA-1
SHA_80 2 SHA-1 10 20 10
MAC
MAC SHA-1
SHA 3 SHA-1 MAC 20 20
SHA_XOR_40 4 5 0 5
5
5
0 SHA XOR
MACs
XOR MACs
CBC
XOR CPU
XOR SHA
XOR MAC
MAC
SHA-1
MD5_40 5 MD5 5 16 5
MAC
MAC MD5
MD5_80 6 MD5 10 16 10
MAC
MAC MD5
MD5 7 MD5 MAC 16 16
16-66
0
16-67
Assigned number 1

Field size 113
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Elliptic curve E

Curve parameter a
Curve parameter b
Generating point G

The order of G
The cofactor k
Assigned number
Field size

Elliptic curve E
Curve parameter a
Curve parameter b
Generating point G

The order of G
The cofactor k
Assigned number
Field size

Elliptic curve E
Curve parameter a
Curve parameter b
Generating point G

The order of G

y2xy=x*+ax>+b over F (219

1

1
01667979A40BA497E5D5C270780617
00F44B4AF1ECC2630E08785CEBCC15
OOFFFFFFFFFFFFFFFDBF91AF6DEA73
2

2

131

y+xy=x3+ax>+b over F (23

0

1

043A891E4AFD64F01E60F8831C3D7E195B22FF19BEE,

04035AB7114A900F460549987F48C3B1F00B5A 1D58
0200000000000000004D4FDD5703A 3F269

4

3

163

y2+xy=x*+ax*+b over F (2'%%)

1

1

02FE13C0537BBC11ACAAQ07D793DE4E6DSESC94EEES
0289070FB05D38FF58321F2E800536D538CCDAA3D9

04000000000000000000020108A 2EOCCOD99F8ASEF

The cofactor k 2
16-68 -
Assigned number 1
Exponent bits 160

Prime modulus(512 bits)

Generator(512 bits)

Assigned number
Exponent bits
Prime modulus(768 bits)

Generator(760 bits)

FAF30C63D171E54A8131CD331D7C8D6C
8AED41B0354E1A29D8DADO3E2E67FFSE

00053A07FD28A 1EE6AF199FD70330EA8
C4C602B86EDFBF47FD1D7BFB6456BD57
E7734EBBCF50893C760181B2AA2DBOAC
F2D5B6E775EE88BAFC7AASA6BB20A64E
B9F54301141F90291B7B375135394504
81C9F9CB2BA3E67B4580E2153FD22B80

2

160
85DB5DB185090AED3BDB3BABFCB46669F9563E681EDB4359
9241FEF6A A9B5DFIEFE39COCB7994A04F2BD8F57B5B22AF7
5E360526216420BCA08FCDF98FF6417DCFDD1C40E4FFB183
260E3B28EFO0B31A3633788C988B1BC6734A81B31A28CD6FB
1B15C3C57263BODD1A9D996768B88370ED458D7B0081A220
054EFDD23B9CD8298B719FD3B67CB093817332D033642D21
130F83D9CB2CC5ACDD36E6EG6DDB2410AB30311CDBEE9222C
CFE644443B0C7204F2D12F7A3719C8866A 20A0E778EBBA
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16.15

16.15.1

16.15.2

16.15.3

WTLS

16.15.4

WTLS

RSA

WTLS

RSA,

MAC
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16.16

WTLS

WTLS 1
16-69

16-69

Public-key exchange
Server certificates
Client certificates
Shared-secret handshake
Compression -
Encryption
MAC
Smart card interface -

O oo0oZXL

<L

o000 ZXL

o= 00LKEEXL

16.17 WTLS

16-70
16-70 WTLS

Datagram transport protocol
Slow interactions
Low transfer rate
SMS
Limited processing power
Limited memory capacity

Restrictions on exporting and using cryptography

SMS[GSM03.40]

100bit/s

RAM

10
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